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Executive Summary

The United Kingdom's financial services sector has undergone a fundamental structural transformation over the past
decade. The introduction of Open Banking under the Competition and Markets Authority (CMA), the implementation of
PSD2 via the Payment Services Regulations 2017, and continuous expansion of FCA oversight have redefined what it
means to build, operate, and maintain banking applications at scale.

This whitepaper presents a vendor-neutral generic reference architecture for resilient banking applications in the UK
context, drawing on established patterns from large-scale digital banking programmes across savings, lending,
payments, and investment platforms. It is intended as a practitioner's guide for architects, senior engineers, and
technology leaders navigating regulatory compliance, cloud-native infrastructure, and high-availability financial services.

The architecture patterns described herein reflect the accumulated experience of Bharat Dixit, a senior mobile and
enterprise systems architect who has contributed to large-scale financial services programmes within the UK
ecosystem. This document is a generic reference and does not disclose or reference the confidential systems, data, or
intellectual property of any specific institution.

Key architecture domains addressed:

 Zero-trust security architecture for multi-channel banking

* Open Banking API gateway design compliant with FCA and CMA9 standards
 Cloud-native resilience patterns targeting 99.99% availability

» Mobile-first iOS and Android banking application architecture

» Real-time payments aligned with UK Faster Payments Service (FPS)

» GDPR-compliant data architecture with enforced UK/EEA data residency

» Strong Customer Authentication (SCA) under PSD2 / PSRs 2017

« Identity and access management with KYC and digital identity frameworks

Generic Reference Architecture — UK FiAadiciscHan/iResilient Banking Applications - Bharat Dixit - Page 4 of 25 2026



I e The UK Digital Banking Landscape

The United Kingdom maintains one of the world's most sophisticated digital banking ecosystems, driven by progressive
regulatory policy, high smartphone penetration, and competitive fintech. The CMA's Open Banking initiative, launched in
2018, fundamentally altered UK retail banking by requiring the CMA9 to open their APIs to authorised third-party
providers.

I 1.1 Regulatory Environment

UK banking applications operate within a layered regulatory framework:

Table 1 — UK Banking Regulatory Framework

Regulation Governing Body Key Technical Obligation

Open Banking / CMA Order CMA / OBIE Standardised RESTful APIs, Strong Customer Authentication (SCA),
dedicated TPP interface, 99.5% uptime SLA for open banking endpoints

PSD2 / Payment Services FCA 90-day re-authentication for AIS access, real-time payment confirmation,
Regulations 2017 fraud reporting obligations, secure communication requirements

UK GDPR / Data Protection Act  ICO Data minimisation, right to erasure, 72-hour breach natification to ICO,
2018 lawful basis documentation, DPA registration, RoPA maintenance

FCA Operational Resilience FCA / PRA Define important business services (IBS), set impact tolerances, self-assess
(PS21/3) and test; remain within tolerances under severe disruption by March 2025
Consumer Duty (PS22/9) FCA Outcomes-focused product design, fair value assessment, proactive

consumer support standards, ongoing good outcomes monitoring and
board reporting

Cloud Outsourcing SS2/21 PRA Material outsourcing register, documented exit strategy, third-party
concentration risk assessment, contractual right to audit cloud providers

I 1.2 User Segments and Access Patterns

UK banking applications serve a diverse user base across multiple channels, each with distinct security requirements,
latency tolerances, and regulatory obligations:

Table 2 — User Segments and Access Patterns

User Segment Primary Channel Transaction Profile Key Requirement

Retail Consumers Mobile App (I0S / Daily: balance, P2P transfers, bill payments. Sub-3s response, biometric auth,
Android) Peak: 08:00-09:00, 12:00-13:00, offline balance access
17:00-19:00 GMT

SME / Business Mobile App + Web Bulk payments, payroll, HMRC direct debit, Audit logs, dual approval
Owners Portal invoicing, high-value batch transfers workflows, ERP integration
Wealth / Investment Web + Mobile Portfolio view, ISA/SIPP management, fund Real-time pricing, CGT reporting,
Clients switching, scheduled investments regulated advice audit trail
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User Segment Transaction Profile Key Requirement

Third-Party Open Banking API AIS/PIS API calls, consent management, 99.5% API availability, FCA
Providers (TPPs) account aggregation, VRP initiation authorisation verification, rate
limiting
Internal Operations Admin Portal / KYC review, fraud investigation, account Role-based access, hardware
Internal API management, compliance reporting MFA, immutable audit trail
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e Reference Architecture Overview

A resilient UK banking application is a coordinated set of specialised layers, each designed to meet specific regulatory,
performance, and security requirements. The reference architecture follows a layered, cloud-native approach with clear
separation of concerns across presentation, orchestration, domain logic, integration, and persistence.

I 2.1 Architectural Layers

Layer 1 — Presentation & Channel

Technologies: i0OS (Swift/SwiftUl) - Android (Kotlin/Jetpack Compose) - Progressive Web App (React/TypeScript) -
Internal Portal

Renders Ul and handles local state. Implements biometric auth via Secure Enclave (Face ID, Touch ID) and Android
Keystore (BiometricPrompt). Communicates exclusively with the APl Gateway — never directly with backend services.
Enforces certificate pinning, jailbreak/root detection, and local data encryption.

Layer 2 — API Gateway & Security

Technologies: Kong / AWS API Gateway / Azure APl Management

Single ingress point for all external traffic. Enforces OAuth 2.0/0OIDC token validation, rate limiting, IP allow-listing, TLS
1.3 termination, and request transformation. Implements UK Open Banking FAPI 1.0 Advanced for TPP connections
including mTLS and JAR.

Layer 3 — Backend for Frontend (BFF)

Technologies: Node.js / Java Spring Boot — channel-specific aggregation services

Purpose-built aggregation layer per channel (mobile BFF, web BFF, TPP BFF). Orchestrates multiple microservice calls,
caches responses, handles patrtial failures gracefully, and composes payloads optimised for each channel.

Layer 4 — Domain Microservices

Technologies: Accounts - Payments - Lending - Notifications - KYC/AML - Products

Each service owns its data store and exposes only versioned internal APIs. Services communicate asynchronously via
Apache Kafka. No shared databases. Domain boundaries enforced strictly via DDD bounded contexts.

Layer 5 — Integration & Core Banking Adapter

Technologies: Anti-Corruption Layer - 1ISO 8583 / ISO 20022 translators - FPS / CHAPS connectors

Translates between the modern microservices domain model and legacy core banking formats. All core banking calls
wrapped with circuit breaker, retry with exponential backoff, timeout, and bulkhead isolation patterns.

Layer 6 — Data & Persistence

Technologies: PostgreSQL (transactional) - Redis (cache) - MongoDB (document) - S3/Azure Blob (object)

Each microservice owns its schema. CQRS separates read and write models for high-traffic services. AES-256 at rest.
UK data residency enforced: no personal data egress outside UK/EEA without explicit consent and documented lawful
basis.
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Layer 7 — Observability
Technologies: OpenTelemetry (traces) - Prometheus/Grafana (metrics) - Splunk/ELK (logs)

Distributed traces with W3C TraceContext propagation. Golden signals per service: rate, error, latency P50/P95/P99. PII
auto-redacted in log pipeline. SLO burn rate alerts fire before SLO breach occurs.
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I 2.2 Cloud-Native Deployment Model

UK banking applications are deployed on cloud infrastructure subject to FCA PS21/3 and PRA SS2/21. The model uses
multi-AZ configuration within a primary UK region with active-active failover and geographic redundancy:

e Primary Region: UK South / UK West — All production workloads; synchronous database replication across 3
AZs; RTO < 1 hour for IBS

* DR Region: Ireland / West Europe — Warm standby; RTO < 4 hours, RPO < 15 minutes per FCA impact
tolerance

e Kubernetes (EKS / AKS) — All microservices containerised; horizontal pod autoscaling at 60% CPU/memory;
pod disruption budgets enforced

e GitOps with ArgoCD — All infrastructure as code (Terraform + Helm); environment promotion via pull request;
zero manual production changes

e Secrets: HashiCorp Vault / AWS KMS — No credentials in env vars or repos; automatic rotation with
zero-downtime re-encryption

I 2.3 Resilience Patterns

The FCA requires firms to define impact tolerances for important business services (IBS) and demonstrate resilience
under severe disruption. These patterns are applied at each layer:

Table 3 — Resilience Patterns and FCA Relevance

Implementation FCA Resilience Relevance

Circuit Breaker Resilience4j with configurable failure threshold, Prevents cascading failures across IBS when
half-open probe interval, and fallback response downstream systems degrade

Bulkhead Isolation Separate thread pools and connection pools per Core payment processing isolated from non-critical
downstream dependency; no shared resource services; IBS unaffected by ancillary failures
contention

Retry with Backoff Exponential backoff with jitter; max 3 retries for Recovers from transient failures without
idempotent operations only; non-idempotent never overwhelming recovering downstream services
retried

Event Sourcing Kafka append-only event log for all payment and Complete audit trail for regulatory inspection; state
account state transitions; events immutable reconstruction for incident investigation

CORS Separate read models for account balance and Read capacity scales without impacting

transaction history; read replicas scale independently transactional write throughput during peak load
Graceful Pre-computed balance cache served during core Maintains customer access within FCA impact

Degradation banking outage; read-only mode activated tolerance during incidents
automatically
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e Mobile Banking Application Architecture

Mobile banking is the primary channel for UK retail banking. UK Finance data shows mobile app usage exceeded 90%
of all personal banking interactions in 2024, with users authenticating 22 times per month on average. The mobile
architecture must balance extreme security with exceptional usability across a fragmented device landscape.

I 3.1 iOS Architecture (Swift / SwiftUl)
* Presentation: SwiftUl Views + ViewModels — Declarative Ul with ObservableObject. No business logic in
views; all state via ViewModel published properties. Combine/async-await for reactive binding.

e« Domain Layer: Use Cases + Domain Models — Pure Swift with zero UIKit imports. Each use case represents
one user intent. Constructor injection — no service locators.

e Data Layer: Protocol-Oriented Repositories — API, CoreData cache, and Keychain as interchangeable
implementations. Keychain for credentials; CoreData for offline transaction cache.

e Security — TrustKit certificate pinning; jailbreak detection; LocalAuthentication with Secure Enclave key storage;
App Transport Security enforced; no cleartext exceptions.

e Network: URLSession + Async/Await — Structured concurrency throughout. OAuth 2.0 token refresh via
transparent interceptor. All responses validated against OpenAPI schema.

I 3.2 Android Architecture (Kotlin / Jetpack)
e Ul Layer: Jetpack Compose + ViewModel — Reactive Ul with StateFlow for unidirectional state. Navigation
component with type-safe arguments; deep links restricted to authenticated sessions.

e Domain Layer: Coroutines + Use Cases — Pure Kotlin with coroutine-based async handling. Flow operators for
reactive streams (live balance updates, push notifications).

e Data Layer: Repository + Room + Retrofit — Room with SQLCipher encryption. Retrofit + OkHttp with auth
token interceptors. Pll never logged in production.

» Security — Root detection (RootBeer); Network Security Config; Android Keystore for hardware-backed keys;
Play Integrity API attestation on sensitive operations.

I 3.3 Strong Customer Authentication (SCA) — PSD2 / PSRs 2017

SCA requires at least two independent factors from: knowledge, possession, and inherence.

Table 4 — Strong Customer Authentication (SCA) Implementation

Authentication Factor Category Technical Implementation Exemption / Notes

Face ID / Touch ID (i0S)  Inherence Private key in Secure Enclave / Android Keystore.  No exemption — strong factor for
BiometricPrompt Biometric binding at device level; key all journeys

(Android) inaccessible without auth

Device Binding Possession Asymmetric key pair at registration; per-device Required at every SCA event

unique certificate; new device triggers SCA
challenge via existing device or OTP
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Authentication Factor Category Technical Implementation Exemption / Notes

6-digit PIN (fallback) Knowledge Berypt-hashed stored in Keychain/Keystore; Fallback only — biometric
never transmitted in plaintext; PBKDF2 on server unavailable
side if sync required

Transaction Risk Exemption ML risk scoring across 200+ features in < 100ms; Value < GBP 30; cumulative <

Analysis (TRA) fraud reference rate checked per RTS Article 18 GBP 100 since last SCA
thresholds

90-day Obligation Silent push challenge to registered device; AIS only; mandatory per RTS

Re-authentication biometric confirmation required; notification 7 Article 10

days before expiry
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I ° Open Banking API Architecture

The UK's Open Banking implementation requires compliance with the UK Open Banking Read/Write API Specification
(v3.1.x) and the FAPI 1.0 Advanced security profile, ensuring secure, interoperable access for authorised third parties.

I 4.1 FAPI 1.0 Advanced Security Profile

Table 5 — FAPI 1.0 Advanced Security Controls

Security Control Standard / Purpose and Implementation Detail

RFC

Mutual TLS (mTLS) RFC 8705 All TPP connections authenticated via eIDAS QWAC or OB Directory certificates.
Certificate validation at API gateway before any business logic. Certificate pinned
to registered TPP identity in OB Directory.

JWT Secured Authorization RFC 9101 Authorization request parameters signed by TPP QSEAL / OB signing certificate.
Requests (JAR) Prevents tamper of redirect_uri, scope, or state parameters between client and
authorization server.

Pushed Authorization RFC 9126 Authorization parameters submitted directly to AS before user redirect. Eliminates
Requests (PAR) open redirector attacks. Returns request_uri for front-channel redirect.
PKCE — S256 Method RFC 7636 SHA-256 code challenge mandatory for all authorization code flows. Prevents

authorization code interception on the redirect channel.
Private Key JWT Client Auth RFC 7523 Client authenticates via signed JWT using its registered private key. Eliminates
shared client_secret vulnerabilities. Keys rotated via OB Dynamic Client

Registration.

Detached JWS Response RFC 7797 Response payloads signed with detached JWS. Recipients verify payload integrity
Signing independently of TLS transport. Mandatory for accounts and payments responses.

I 4.2 Open Banking API Endpoints

Table 6 — Open Banking APl Endpoints and Design Considerations

API Category Key Endpoints Design Considerations

Account Information /accounts Paginated responses (max 1,000/page). ISO 8601 timestamps, ISO
(AIS) /accounts/{id}/balances 4217 currency codes. Date range filtering mandatory. Transaction
/accounts/{id}/transactions filtering via query parameters.

/accounts/{id}/direct-debits

Payment Initiation (PIS)  /domestic-payments Idempotency key (x-idempotency-key) required on all creation
/domestic-scheduled-payments requests. Payment status webhooks for async confirmation.
/domestic-standing-orders FPS/CHAPS routing by amount and urgency.

/international-payments

Confirmation of Funds /funds-confirmation Boolean response only — no balance amount disclosed. Rate limited
(CoF) per TPP per consent. 1-second hard timeout enforced at gateway.
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API Category Key Endpoints Design Considerations

Variable Recurring /domestic-vrp-consents Individual and periodic limits enforced on consent. Sweeping vs
Payments (VRP) /domestic-vrps /domestic-vrps/{id =~ commercial VRP distinction. Mandatory status webhooks within 5
}payment-details seconds of state change.

I 4.3 Consent Lifecycle Management

Table 7 — Consent Lifecycle Management

Technical Process Regulatory Requirement

Creation TPP POSTSs consent object specifying permissions, expiration =~ TPP must be FCA-authorised. Permissions must
(max 90 days for AlS), transaction date ranges. System match regulatory scope. Consent object immutable
validates TPP FCA authorisation in real time against FCA after creation.
register API.

Authorisatio Customer redirected to AS. SCA performed (biometric + SCA mandatory. Consent must be explicit and

n device). Permissions displayed clearly. Consent granted or granular. Customer must see all permissions
denied. Signed JWT authorisation response returned to TPP. before granting.

Token TPP exchanges code for access token (JWT, 10-min TTL) Refresh token must not outlive consent expiry.

Exchange and refresh token (60-day TTL). Token bound to client Token binding required under FAPI.

certificate via cnf claim, preventing theft.

Revocation Customer revokes via bank app at any time. Propagated Revocation must be immediate and effective
within 60 seconds. Webhook to TPP revocation_uri. through bank interface without TPP involvement.
Subsequent calls return HTTP 403 with ConsentRevoked
code.
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e Payments Architecture

UK retail payments are undergoing modernisation via Pay.UK's New Payments Architecture (NPA). Banking
applications must integrate with multiple schemes simultaneously, each with distinct technical specifications and SLAs.

I 5.1 UK Payment Scheme Comparison

Table 8 — UK Payment Scheme Comparison

Message Processing Typical Use Cases
Format SLA
Faster Payments 1ISO 20022 < 2 seconds Up to GBP 1M P2P transfers, online shopping, bill payments,
(FPS) (pacs.008) 24/7/365 (varies) open banking PIS
CHAPS ISO 20022 Same-day No upper limit Property purchase, large business settlements,
(pacs.008) 06:00-18:00 FX, regulated payments
weekdays
Bacs Direct Credit Standard 18 / 3-day No practical Salary, bulk B2B supplier payments, benefits,
ARUCS processing cycle  limit BACS direct credits
SEPA Credit ISO 20022 T+1 standard EUR 100,000 EEA cross-border payments for customers and
Transfer (pacs.003) T+0 instant (instant) businesses
Card (Visa / ISO 8583 Auth < 500ms Per-card limits POS, e-commerce, contactless, ATM withdrawals,
Mastercard) (authorisation) 24/7/365 apply virtual cards
Open Banking VRP UK OB API FPS-backed < 2 Per-consent Account sweeping, variable subscriptions,
(JSON REST) seconds customer limits merchant-initiated payments

I 5.2 Seven-Stage Payment Processing Pipeline

All payment initiations pass through an idempotent seven-stage pipeline. Any stage can be safely retried without risk of
duplicate execution, enforced via a 24-hour idempotency window keyed on the client-submitted payment ID:

Table 9 — Seven-Stage Payment Processing Pipeline

1 — Input JSON schema validation, sort code/account modulus check Reject invalid requests immediately;
Validation (EISCD), payee name matching, duplicate detection via 24-hour idempotency prevents duplicates on retry
idempotency window

2 — Sanctions Real-time payee screening: HM Treasury Consolidated Payment blocked and SAR raised if match
Screening Sanctions List, OFAC, internal watchlist. REST call P99 < 50ms confidence > 85%; all results logged
immutably
3 — Fraud Risk ML ensemble (XGBoost + rules) scores 200+ features in < Behavioural biometrics, device reputation,
Scoring 100ms. Above-threshold scores trigger step-up SCA challenge velocity, payee graph analysis all
or manual review contribute
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4 — Balance &
Limits

5 — Core
Banking Debit

6 — Scheme
Submission

7 — Notification

Available balance checked against real-time account state. Insufficient funds returns descriptive error;
Daily/weekly limits verified. Overdraft eligibility evaluated if limit breach surfaces resolution channel
applicable

Synchronous debit to core banking via resilience-wrapped Saga ensures atomicity; no partial
adapter. Saga: debit confirmed before scheme submission; payment states visible to customer

compensating transaction auto-raised on failure

Payment formatted to ISO 20022 specification, submitted to Idempotent submission key prevents
FPS/CHAPS gateway. Async confirmation via webhook. Event duplicate scheme entries on retry
emitted to Kafka on confirmation

Push notification to customer within 500ms of confirmation. Notification failure does not block
In-app transaction record created. Payee notification if applicable ~ payment; delivered via retry queue,
24-hour TTL
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e Security Architecture

Security is a foundational design principle enforced at every tier. The threat model encompasses external attackers,
malicious insiders, compromised devices, and nation-state actors. The architecture implements zero-trust,
defence-in-depth, and regulatory-grade controls throughout.

I 6.1 Zero-Trust Architecture Principles
» Authenticate Every Hop — Service-to-service calls use mutual TLS with short-lived certificates (SPIFFE/SPIRE).
No service trusts another based on network location alone.

e Least-Privilege Access — Every service identity holds minimum required permissions. IAM policies reviewed
quarterly. Privilege escalation requires approval and is time-limited.

e Microsegmentation — Kubernetes NetworkPolicy restricts pod-to-pod traffic to declared dependencies only.
Unexpected lateral movement triggers PagerDuty alert within 60 seconds.

e Encrypted Service Mesh — Istio/Linkerd enforces mTLS for all east-west (internal) traffic. Policies defined as
code and subject to change management.

e Continuous Verification — JWT validated on every API call with strict expiry. Anomalous patterns (unusual time,
location, velocity) trigger silent step-up challenge.

I 6.2 Encryption Standards

Table 10 — Encryption Standards and Key Management

Data State Encryption Standard Key Management

Data in Transit

Data at Rest
(Database)

Data at Rest
(Mobile)

Sensitive Fields

Signing &
Non-repudiation

TLS 1.3 minimum (TLS 1.2 deprecated). Cipher suites
restricted to forward-secret ECDHE variants. Certificate
pinning on mobile clients.

AES-256-GCM for full-disk encryption. Column-level
encryption for PIl: NI number, full name, date of birth,
account numbers.

i0OS: AES-256 via Data Protection
(NSFileProtectionCompleteUnlessOpen). Android:

AES-256 via Android Keystore with hardware-backed keys.

Tokenisation of PAN (PCI DSS scope). Vault tokenisation
for sort code/account outside payment contexts.
Format-preserving encryption for legacy compatibility.

RSA-PSS 2048-bit or ECDSA P-256 for JWT signing.
Document signing for CASS mandates, standing orders,
OB consent objects.

Automated renewal via Let's Encrypt or
internal PKI. 90-day max validity. Automated
rotation with failure alerting.

AWS KMS / Azure Key Vault. Envelope
encryption. Annual key rotation with
zero-downtime re-encryption.

Keys tied to device biometric state.
Inaccessible when device is locked.

HashiCorp Vault with FIPS 140-2 Level 3
HSM backend for production signing keys.

HSM-protected signing keys. Semi-annual
rotation. Key ceremonies documented and
witnessed.

I 6.3 Fraud Detection Architecture

Table 11 — Fraud Detection Architecture
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Behavioural
Biometrics

Device Intelligence

Transaction Graph
Analysis

Rules Engine

Generic Reference Architecture — UK FivahifetSeg\Re=slient Banking Applications -

Continuous passive profiling during app session.
Keystroke dynamics, touch pressure, scroll velocity,
device orientation compared against enrolled
baseline.

Persistent device fingerprint from hardware and OS
characteristics. Reputation scored against CIFAS
confirmed fraud device list via industry consortium
API.

Graph neural network identifies unusual payment
network patterns. Rapid fund movement (mule
detection) and first-time high-value payee patterns
(APP fraud) identified in real time.

500+ configurable risk rules evaluated in < 5ms per
transaction. Rules maintained by financial crime
team; deployed via feature flags without app release.

Bharat Dixit -

Deviation > 2 standard deviations triggers silent
step-up. All signals processed on-device — no raw
biometric data transmitted.

New device registration requires additional
verification. Known fraud device blocks auth
immediately and raises alert.

Cross-customer graph detects coordinated fraud
rings. Mule accounts identified via
in-degree/out-degree velocity anomalies.

Velocity rules, geographic anomaly, payee
reputation, device-account mismatch, time-of-day
anomalies.
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I e Data Architecture & GDPR Compliance

Data is the most sensitive asset in a banking application. The architecture satisfies transactional integrity requirements,
analytical needs of risk and compliance teams, and the privacy rights of individuals under UK GDPR and the Data
Protection Act 2018.

I 7.1 Data Classification and Retention

Table 12 — Data Classification and Retention Policy

Classification Technical Controls Retention Period

Restricted — PII Full name, NI number, date of Column encryption, access logging, data Account lifetime + 7 years
birth, address, email, phone, minimisation in APIs, pseudonymisation in (AML Regs 2017)
IP address analytics
Restricted — Account numbers, sort codes, AES-256 at rest, TLS in transit, strict RBAC, 7 years post-relationship
Financial balances, full transaction quarterly review, immutable access log (FCA COBS)

history, credit scores

Confidential — App logs (post-PlI redaction), Operations team access only, automated PII 13 months rolling
Operational system metrics, deployment scrubbing in log pipeline, retention enforced
configs, APl keys by pipeline
Internal Anonymised usage analytics, Standard access controls, differential privacy 3 years
cohort metrics, A/B test results  before sharing, no external sharing without
DPA

I 7.2 GDPR Technical Rights Implementation

Table 13 — GDPR Technical Rights Implementation

GDPR Right Technical Implementation Compliance Note

Right of Access Automated SAR portal queries all microservice data stores via  ICO requires response within 30 calendar

(SAR) data-subject query service. Report compiled within 72 hours; days. Automated approach eliminates
delivered via secure in-app message with 30-day link expiry. risk of missed data stores.

Right to Erasure Pseudonymisation where legal retention obligations (AML, AML Regulations (5 years) and FCA
FCA) prevent full deletion. Personal identifiers replaced with COBS (6 years) override erasure for
non-reversible tokens. Full erasure applied to non-obligated transactional data. Customer notified of
data. applicable obligations.

Right to Portability Transaction history exportable in JSON and CSV via Open Open Banking AIS API satisfies
Banking APl and customer portal. Machine-readable format portability obligations for account and
without proprietary encoding. transaction data.

Breach Notification SIEM alerts on anomalous query volumes, mass egress, and UK GDPR Art 33: 72-hour ICO
access deviations. Alert within 15 minutes of detection. ICO notification. Art 34: customer notification
notification workflow within 72-hour regulatory window. if high risk to individuals.
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I e Identity & Access Management

Identity management spans customer KYC, continuous authentication, internal staff access governance, and third-party

service identity. The architecture supports real-time KYC at onboarding, continuous authentication during sessions, and

granular authorisation across all APl endpoints.

I 8.1 Customer Digital Identity & KYC

Document
Verification

Biometric Liveness

elDV (4-of-6 match)

Ongoing Due
Diligence

Table 14 — Customer KYC Process Implementation

KYC Process Technical Implementation Regulatory Basis

OCR from passport/driving licence. Cross-referenced against
DVLA, HM Passport Office, and CRA
(Experian/Equifax/TransUnion). Confidence scored; manual
review queue for edge cases.

Active liveness detection (blink, head turn) prevents deepfake
and static photo attacks. Passive liveness via texture analysis
as secondary signal. iProov / Onfido SDK.

Electoral roll, credit footprint, address databases, NI
verification, mobile ownership, bank account ownership.
Below threshold triggers enhanced identity journey.

Risk-based monitoring against stated account purpose.
Automated EDD triggers for PEPs, high-risk country
transactions, and velocity anomalies.

I 8.2 Internal Access Governance

Table 15 — Internal Access Governance

MLR 2017 Reg 28: CDD at account
opening. DIATF-certified provider can
supply verified identity attributes.

FCA expects proportionate fraud controls
at onboarding. Video verification accepted
as EDD.

JMLSG guidance Part | Section 5 on
electronic verification standards.

MLR 2017 Reg 28(11): ongoing monitoring
proportionate to risk. Sanctions screening
obligations.

Authentication Authorisation Model Audit Requirement

Production Data
Read

Production Data
Write

Production
Infrastructure

CI/CD Pipeline
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SSO + FIDO2 hardware

MFA

SSO + MFA + reason
code

PAM (CyberArk /
BeyondTrust) + MFA

SSO + GPG commit
signing

RBAC: named role by data owner. Quarterly
access certification. No shared accounts.

ABAC: time-limited; dual authorisation for
bulk updates. Break-glass with post-hoc
review.

JIT access only; no persistent privileged
access. Session recording. Auto-terminate
after 4 hours.

Branch protection enforced. Mandatory peer
review. No direct push to main branch.
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All queries logged: user,
timestamp, query, rows
returned. Retained 7 years.

Immutable change log. Alert on
> 100 record modification. Daily
reconciliation.

Full session recording retained
7 years. Alert on sensitive
commands.

All deployments linked to

change ticket. Automated
SAST and DAST gates.
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I e Observability, Testing & Release Engineering

I 9.1 Observability Stack — Three Pillars

Metrics

Distributed
Traces

Structured
Logs

Prometheus + Grafana;
Business KPI dashboards

OpenTelemetry + Jaeger /
Grafana Tempo

Fluent Bit + Elasticsearch
/ Splunk SIEM

Table 16 — Observability Stack — Three Pillars

Golden signals per service: request rate, error rate, latency P50/P95/P99, saturation.
Business metrics: payment success rate, login success rate, consent grant rate. SLO
burn rate alerts fire before breach window closes.

W3C TraceContext headers propagated across all service hops including Kafka
messages. 100% sampling for error paths, 10% for success. Critical journeys traced
end-to-end from mobile client to core banking.

All logs as structured JSON with mandatory fields: trace_id, span_id, service,
severity, correlation_id. PlI fields auto-redacted by log pipeline before storage.

RBAC-restricted dashboards for ops and fraud teams.

I 9.2 Testing Strategy

Unit Tests

Integration
Tests

Contract Tests

E2E / Ul Tests

Performance

Tests

Penetration
Testing

Table 17 — Testing Strategy and Coverage Targets

Test Type Scope and Tooling Coverage Target Regulatory Relevance

Individual classes and use cases. XCTest
(i0S), JUnit + MockK (Android), Jest
(Node.js). Every commit.

Service interactions and databases.
Testcontainers for real DB instances.
WireMock for external stubs.

API consumer/producer contracts. Pact
framework. Run on every build.

Full user journeys. Detox (mobile),
Cypress (web). Nightly and pre-release.

Load, stress, soak. k6 / Gatling in
pre-prod. Pre-major-release.

App and infrastructure. CREST-accredited
firm, CHECK methodology. Annual
minimum.

I 9.3 CI/CD Pipeline and Release Governance
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85% line coverage minimum

per service

All happy paths and key
error paths

100% of inter-service APls
covered

All critical user journeys:
payment, login, consent

5x peak load without SLO
degradation

OWASP Top 10 +
financial-services-specific
scenarios

Table 18 — CI/CD Pipeline Stages and Gates
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Quality gate for change
management

Validates resilience patterns under
failure

Prevents breaking changes

reaching production

FCA impact tolerance validation
evidence

Operational resilience
self-assessment

FCA Senior Managers

accountability; PCI DSS
requirement
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Automated Gates Outcome / Deployment Approach

Commit (< 5 min) Unit tests, static analysis (SonarQube), dependency Fails fast on commit; blocks branch
vulnerability scan (Snyk), secret detection (TruffleHog), code immediately
style enforcement

Acceptance (< 20 Integration tests, contract tests, APl schema validation vs Release candidate tagged on pass
min) OpenAPI spec, OWASP ZAP baseline scan, container image
CVE scan (Trivy)

Staging Deploy E2E tests, performance regression on critical paths, WCAG Environment identical to production; shared
2.1 AA accessibility check for Ul, synthetic monitoring data masking applied
validation

Change Approval CAB review for standard changes; dual technical authority for Audit trail required for FCA change

emergency changes; risk assessment and rollback plan in management oversight

ITSM
Production Blue-green deployment. Feature flags for incremental rollout On-call engineer monitors dashboards 30 min
Deploy (1% - 10% - 50% - 100%). Auto-rollback on SLO breach. post-deploy

Post-deploy smoke tests within 5 minutes.

Generic Reference Architecture — UK FiahifetBegeslient Banking Applications - Bharat Dixit - Page 21 of 25 2026



@ Architect Profile — Bharat Dixit

Bharat Dixit is a senior mobile and enterprise systems architect with over a decade of experience designing and

delivering scalable, secure digital platforms across financial services, healthcare, and enterprise infrastructure. He has

contributed to large-scale financial services programmes within the UK ecosystem, working alongside global system

integrators and major UK financial institutions on programmes involving millions of customers, high-availability payment

processing, and regulatory compliance under FCA, PRA, CMA, and GDPR oversight.

Table 19 — Architect Technical Expertise Summary

i0S Engineering

Android Engineering

Backend / API Design

Cloud Architecture

Security Engineering

UK Financial Services

Architecture Patterns

Swift, SwiftUl, Combine, async/await, CoreData, Keychain, XCTest,
LocalAuthentication

Kotlin, Jetpack Compose, ViewModel, Room, Coroutines, Flow,
WorkManager, Android Keystore

Node.js, Java Spring Boot, Python FastAPI, RESTful, OpenAPI 3.0,
GraphQL, gRPC, Kafka

AWS (EKS, RDS, Lambda, APl GW, KMS), Azure (AKS, APIM, Key
Vault), Terraform, Helm, ArgoCD

OAuth 2.0, OIDC, FAPI 1.0, mTLS, PKI, OWASP MASVS, zero-trust,
HashiCorp Vault, HSM

Open Banking OBIE v3.1.x, FPS/CHAPS/Bacs, PSD2/PSRs, FCA
Operational Resilience, ISO 20022, PCI DSS

Microservices, Event Sourcing, CQRS, Saga, BFF, DDD Bounded
Contexts, 12-Factor, Cloud-Native

Expert — 10+ years

Expert — 8+ years

Advanced — 8+ years

Advanced — 6+ years

Advanced — 7+ years

Advanced — 5+ years

Expert — 8+ years

Bharat Dixit has contributed architectural expertise and engineering leadership to programmes within the UK financial

services sector, including work with major savings, investment, and digital banking platforms. This whitepaper reflects

generalised, non-confidential architectural knowledge. No proprietary systems, customer data, source code, or

confidential commercial information belonging to any specific institution has been disclosed.
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I @ Emerging Trends & Future Architecture

The following trends are actively shaping UK banking application architecture over the 2025-2028 horizon:

Al-Powered
Personalisation & Fraud
Intelligence

Variable Recurring
Payments (VRP) —
Commercial Expansion

Digital Pound (CBDC)
Architecture

Decentralised ldentity —
UK DIATF

Post-Quantum
Cryptography
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Table 20 — Emerging Trends and Technical Implications

Technical Implication for Banking Applications

LLMs integrated for natural language transaction search and conversational banking. On-device ML
inference (Core ML, TFLite) enables personalised nudges without transmitting sensitive financial data.
Al fraud detection reduces false positives while maintaining detection accuracy > 95%. Responsible Al
governance mandatory under FCA Consumer Duty.

Commercial VRP rollout beyond sweeping transforms subscription billing and merchant-initiated
payments. Banking apps require intuitive consent Uls with clear individual and periodic limit display,
one-tap cancellation, and consent audit history to meet Consumer Duty obligations and OBIE VRP
standards.

Bank of England digital pound anticipated in late 2020s. Banking applications require wallet architecture
supporting interoperability between bank deposits and digital pound. New on/off-ramp customer
journeys within existing apps. API integration alongside FPS/CHAPS.

UK Digital Identity and Attributes Trust Framework enables banks to accept certified identity attributes
from DIATF-certified providers. Reduces KYC cost and friction. API-based attribute verification replaces
in-house document verification for low-risk onboarding.

NCSC anticipates quantum-resistant algorithm requirements (CRYSTALS-Kyber,
CRYSTALS-Dilithium) by early 2030s. Banking applications must inventory cryptographic
dependencies, assess migration complexity, and begin hybrid TLS implementation for long-lived data
encrypted today.
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Conclusion

Building resilient banking applications in the United Kingdom demands a rare combination of deep technical expertise,
regulatory fluency, and systems thinking at scale. The architecture patterns described in this whitepaper — zero-trust
security, cloud-native microservices, FAPI-compliant Open Banking APIs, SCA-aligned mobile authentication,
idempotent payment pipelines, and GDPR-native data design — represent the foundational layer on which trusted,
high-performing UK banking applications are built.

What distinguishes production financial services architecture from theoretical design is the constant tension between
competing constraints: regulatory obligations demand comprehensive audit trails while privacy law demands data
minimisation; security requires friction while user experience demands seamlessness; resilience demands redundancy
while cost management demands efficiency. Navigating these tensions is the defining challenge of UK financial services
engineering.

The patterns documented here reflect the practical, hard-won knowledge of Bharat Dixit, developed through direct
contribution to complex financial services programmes within the UK ecosystem. They represent not aspirational
patterns but proven approaches that have operated at production scale, processed real transactions, and satisfied FCA
operational resilience reviews, penetration testing, and live incident management.

I Disclaimer

This whitepaper presents generic reference architecture patterns and industry best practices in UK digital banking. It is
authored independently by Bharat Dixit and does not represent the views, systems, architectures, or intellectual property
of any employer, client, or institution. No confidential information, proprietary system details, customer data, internal
processes, source code, or commercially sensitive material belonging to any third party has been disclosed. All patterns
and recommendations are derived from publicly available industry standards, regulatory guidance, and general
professional knowledge.
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Standards & Frameworks Referenced

e FCA Operational Resilience Policy Statement PS21/3

e PRA Supervisory Statement SS2/21 — Outsourcing and Third Party Risk Management
» Open Banking UK Read/Write API Specification v3.1.x — Open Banking Limited
 Financial-grade API (FAPI) 1.0 Advanced Security Profile — OpenID Foundation
e Payment Services Regulations 2017 (PSRs 2017) implementing PSD2

» UK GDPR and Data Protection Act 2018 — Information Commissioner's Office

* NCSC 10 Steps to Cyber Security and Cyber Essentials Plus framework

* PCI DSS v4.0 — Payment Card Industry Data Security Standard

» ISO/IEC 27001:2022 — Information Security Management Systems

e 1SO 20022 Universal Financial Industry Message Scheme

» UK Digital Identity and Attributes Trust Framework (DIATF) — DSIT

 OWASP Mobile Application Security Verification Standard (MASVS) v2.0

* NIST Special Publication 800-207 — Zero Trust Architecture

« Pay.UK New Payments Architecture (NPA) Programme Documentation

» Joint Money Laundering Steering Group (JMLSG) Guidance Parts | and Il

e FCA Consumer Duty Policy Statement PS22/9

e Bank of England / HM Treasury: The Digital Pound — A New Form of Money (Consultation)
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